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1. Organisation Name controls access to information on the basis of business and
security requirements.

2. Access control rules and rights to devices and applic s, expressed in standard

user profiles, for each
"user/group of users"

3. The security requirements of e
"a risk assessment"

ai bus

that identifies all information relate evic application, and the risks to
that information.

4. Users must be authentica i credentials before being granted access
i wo-factor authentication (2FA) is used

4

5.The device or application take into account:
nts of information processed within that application and

a. The privacy require
' istency between the privacy requirements and access control

ensure that ther

requirements acro
"systems and"

network(s).

b. Data protection and privacy legislation and
"any other?"

contractual commitments regarding access to data or services.



c. The 'need to know' principle (i.e. access is granted at the minimum level necessary
for the role).

d. ‘Everything is generally forbidden unless expressly permitted'.
<<e-h removed for sample purposes>>

6. Organisation Name has standard user access profiles for common roles in
Organisation Name, see the Access Control Rules and Rights Procedure (CES DOC

3.2).

7. Users that have an administrative account must have arate standard user
account. The administrative account must only be used t ministrative
activities.

<<8-10 removed for sample purposes> >
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