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1. Scope

nd will be
the Identification

This applies to the risk management framework in Organis
conducted in line with the Context of the Organisation Proce
of Interested Parties Procedure.

2. Responsibilities

2.1 The Information Security Manager is ré ifying the information

3.3.1
"Describe how risks will be ed — most commonly, this is as a combination of likelihood and impact, but
may take into accoun eristics relevant to your business.

ISO 31000 suggests taking into account the following:

The nature and types of causes and consequences that can occur and how they will be measured;
How likelihood will be defined;

The timeframe(s) of the likelihood and/or consequence(s);

How the level of risk is to be determined;

The views of stakeholders;

The level at which risk becomes acceptable or tolerable; and



e  Whether combinations of multiple risks should be taken into account and, if so, how and which
combinations should be considered.”

3.3.2 The Information Security Manager determines risk acceptance criteria for the ISMS.
3.4 The risk assessor identifies risks to the management system.

3.5 The risk assessor analyses the risks to determine their relation to the risk criteria,

including their likelihood and impact.

3.6 The risk assessor evaluates the risks by comparing the le entified in 3.5

above to the risk criteria established in 3.3.

3.7 The risk assessor determines risk treatm

3.7.1 Treatments are selected by agreeme ¢ e pr s, risk or asset
owner.

3.7.2 Risk treatment options are as f

3.8 The risk assessor S risk treatment plan providing the following information:

3.8.1 The reasons cted treatments, including expected benefits.
3.8.2 Those responsible for approving the risk treatment plan.

3.8.3 Those responsible for implementing the risk treatment plan.
3.8.4 Proposed actions.

3.8.5 Resource requirements and contingencies.

3.8.6 Treatment performance measures and limitations.

3.8.7 Requirements for reporting and monitoring.

3.8.8 Timing and schedule for the risk treatment.



3.9 The risk treatment plan is agreed with the appropriate stakeholders.

3.10 The risk treatment plan is implemented in accordance with Organisation Name's
processes and the risk treatment plan itself.
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