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1. Scope

All of Organisation Name’s operational software is covere esc of this policy,
including external support.

2. Responsibilities
2.1 The Head of Systems Testing is respc
2.2 The Head of Systems Testing i

vulnerabilities, including the use of for security vulnerability information,
and updating the system configurati

2.6 The Pr [ ponsible for the security of any given development
project.

2.7 The

"software developers"
are responsible for reporting identified vulnerabilities.
3. Requirements

3.1 Organisation Name’s operational software is listed in the asset and each item of



operational software has an identified Owners, who is the trained administrator of that
item of software. Only the Owners may perform software updates, and then only with
the prior authorisation of the Head of IT (CIO) after the completion of satisfactory

testing.
"Set out how this authorisation should be provided — email or some other documentation.”

3.2 The Head of IT (CIO) maintains a configuration control schedule for all operational

software.
“Identify here how it links to the asset inventory and to the Change Mana ethod of storing system
documentation."

"An audit log for all updates to operational program libraries is‘maiptained.” (

¥

PN

3.3 Software change management is car
Change management must be doc C
Documentation of impact, manag ign-¢ i les, testing of
operational functionality and back-

3.4 Previous versions of ional so inegas a contingency.
nal information?"

“for how long, where, under wh

3.7 New security vulnerabilities are identified by means of monitoring CVE and bugtraq
releases, and by means of regular penetration testing and ASV scanning. Vulnerabilities
are ranked on the basis of risk to Organisation Name using this policy and the industry
standard CVSS rating scheme. Any external vulnerability that has a CVSS base score of
4.0 or above is classed as a critical vulnerability. Internal vulnerabilities should be
assessed in accordance with the risk methodology in use and, at a minimum, identify all
vulnerabilities considered to be a ‘high risk’ to the environment. In addition to the risk



ranking, vulnerabilities may be considered ‘critical’ if they pose an imminent threat to
the environment, impact critical systems and/or would result in a potential compromise
if not addressed.

<< 3.8 -3.11 removed for sample purposes >>
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