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1. Scope

Organisation Name shares cardholder data with
"service providers for back-up/storage facilities, managed service providers s
companies or security service providers, or those that receive ddta for fraud mo

Any external parties with whom Organisa har rdholder d! are subject
to this procedure.

2. Responsibilities

2.1 All

"Relationship Owners"

cloud hosting
purposes.”

who are responsjb [ hird-Farty service providers are required
to ensure that exté! i a formal service provider

agreement under t acknowledges that the service provider is
responsiile,for the s data the service provider possesses.

2.2

"Relation

ngvthat service providers comply with PCI DSS and that this
itored at least annually.

are responsible for ens
compliance status |

2.3 The Information Security Manager maintains a list of service providers (List of Service
Providers) with whom Organisation Name has approved contracts. A record of the
agreements and date(s) on which the service providers are required to revalidate their
PCl compliance, must be maintained. The list (Shared Responsibility Matrix) identifies
the services provided, the extent to which the service provider and any of their service
providers are responsible for the security of cardholder data, but is superseded by the
Attestation of Compliance (AoC) should one be present.



3. Procedure

3.1 Where there is a business need for working with a service provider, Organisation
Name ensures that its cardholder data security is not reduced; service providers are
required to comply with PCI DSS, completing and providing Organisation Name with a
copy of the current AoC — Service Providers.

3.2 Clearly identify the services and system components tha ncluded in the scope
of the service provider's PCI DSS assessment, the specific SS requirements covered
by the service provider, and any requirements that are the onsibjlity of the service
provider's customers to include in their own PCI DSS reviews. all be detailed
within the service provider's AoC which is used as ultimate a ity of the service
providers capability.

3.3 Organisation Name carries out due ¢
party access.

f the service provider, by checking the validity
27001 (information security), ISO 9001

and ISO7IEC 20000 (IT service management).

, complaints and any other issues that might be addressed
e search.

"3.5 Enter additional steps/ Is as required"
Document Owner and Approval

The Information Security Manager is the owner of this document and is responsible for
keeping it up to date.

The current version of this document is available to



"Specify which members of staff this document is intended for"

and is published

"Describe the location(s) - electronic and physical - where this document is available"

Its approval status can be viewed in the Master List of Document Approval.
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