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1. Scope

Organisation Name's development environment, staff, pr frastructure are

covered by this policy.
2. Responsibilities

The Chief Information Security Officer
development environment agains

The Project Manager is responsible of any given Cloud development
project, and for ensurin

development process.

<<Content remg

ring the security of development for Cloud services.
ples as your primary secure development policy, and include

and®ensure sufficient capacity for the service throughout its lifecycle;

rd-party programs within the operational Cloud environment, and any

and privacy measures;

e Any unavoida se of personally identifiable information (PIl) for testing purposes and how
security and privacy are assured to be equivalent to production environment protection for PlI;

e The need to minimise processing of Pll by default;

e <<Content removed for sample purposes> >

e <<Content removed for sample purposes> >

e <<Content removed for sample purposes> >

e How secure disposal and reuse of resources, including customer data (whether at termination or
otherwise), are ensured in line with the Return of Customer Assets Procedure, how this
information is communicated to customers, and how it will be ensured that such information is
included in service agreements;

e <<Content removed for sample purposes> >

e <<Content removed for sample purposes> >

e How you will mon
e Use of customer o




e <<Content removed for sample purposes> >

e Requirements for network segregation and tenant isolation, including segregation between tenants
in multi-tenant environments, segregation between the internal administration environment and
the Cloud service customer’s Cloud computing environment, and the risks associated with
customer use of third-party programs;

e Access to customer data, including Pll, by Organisation Name's employees;

e <<Content removed for sample purposes> >

e <<Content removed for sample purposes>>

e <<Content removed for sample purposes> >

e Access controls and authentication techniques for Organisation Name's employees and for
customers, including for administrative users and users with other kinds of privileged access,
and specifications for the use of such functions;

e Management procedures for allocation of secret authentication infammpation and how these will be
communicated to customers in a secure manner;

e <<Content removed for sample purposes> >

e Inclusion and application of cryptographic controls as indicate
for communicating information on the use of cryptographic co
compromising the security or effectiveness of thg

e Methods to communicate with customers of the ser
management and other required communications;

e <<Content removed for sample purposes>

e <<Content removed for sample purpos

e <<Content removed for sample purpose

ent, and methods
omers, without

You should link each of these to a proc i i Development®rocedures) describing the
specific requirements. Several of these to ribed in ISO 27017.

You will need to create doc i i that can be made available to

e The level of @ i ation security incidents and the associated
responses.

ample purposes> >
sample purposes>>

The policy should also incl
requirement for equivalent
27002 Clause 14.2.7).

a statement regarding the use of outsourced development and a
urity to be addressed in agreements with third-party developers (see 1ISO
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