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0. Introduction

0.1 This manual provides the framework for the policies and procedures that the Top
Management of Organisation Name has adopted to implement an information security
management system that complies with ISO/IEC 27001:2013 (“the ISMS").

"This manual was originally issued on [date] to comply with ISO/IEC 27001:2005, but has now been revised to
comply with ISO/IEC 27001:2013 and this revised version was issued on [date]‘

0.2 This manual explains Organisation Name's ap
privacy and contains both the management policy
Organisation Name and the controls identifiegi

to Organisation Name.

ISO 27000:2018 provided definitio

ISO 27002:2013 provided guidance

"The ISMS is part of an integra
14001, etc. For this reason, the fo

| procedures (reference 2.2 in this manual)
documents within the ISMS.

this manual are recorded in the Document owner and
nd of this document.

Details of any changes
approval section at

Issue of this manual is authorised by:
o[

Signature of Chief Executive Officer (CEO)



On:
o[

1. Scope

1.1 Scope of the ISMS

"In this section, you need to set out the scope and boundaries of your ISMS,
organisational entity that is covered by it and within which it will apply. Criti
precision about which information assets are included and where the bo
ensure that all relevant information assets are included within the scope,
identifiable information.

Cross-check your scoping work with the extended definition ofghformation secu
the Information Security Policy in section 5. The final words thaMee with the

your certificate should appear here. Also take guidance from sectio of this manual®

ibing precisely the

this must include absolute
ies are. As such, you should

e personally

i icatiow to goon

-

1.2 Definitions
Where terms that are used in ISO X 002:2013 used here, the

In particular, the inform ("ISMS") is defined as the
part (which includes orga , planning activities, plans,
responsibilities, working pra sses and resources) of Organisation
Name's overall on a business risk approach, enables

management to esta i perat€, monitor, review, maintain and improve
information securit [ .

"For th es of Orga ¢ extends to personally identifiable information held and

proces and protecting t incipals concerned.”

2. Documentation

2.1 Organisation s ISMS documentation consists of:

2.1.1 The Scope Statement (section 1 above), Information Security Policy (section 5
below) and the Statement of Applicability. This manual is, together with any separately
published policies, Organisation Name's primary ISMS documentation.

The control objectives described in this manual are achieved by controls that include
policies (which provide Board of Directors approved guidelines on specific control areas)



and procedures. These policies are either included in, or referenced from, this manual
(ISO 27001 7.5.1).

2.1.2 The separate, version-controlled risk assessment report and risk treatment plan,
whose preparation follows the methodology described in section 6 of this manual (ISO
27001 6.1.2 and 6.1.3).

2.1.3 Records of how Organisation Name applied (and continues to apply) its continual
improvement process, which is described in section 3 of this ual, in improving the
suitability, adequacy and effectiveness of its ISMS (ISO 27 4 and 10).

2.1.4 Those procedures, that describe how the policies are im d, and which are
identified in this manual but are separate from it,

27001 7.5.2 and 7.5.3).

2.1.5 Work instructions and operations v

2.1.6 Records of Organisatio its¥hformation security and privacy
processes, inclue its, i ion security and privacy incidents, and
management rev ganisation Name's ISMS documentation

2.2.1 Org clearly defined authorisation levels that cannot be
delegated.

2.2.2 The Board o ctors has ultimate authority over the Information Security

Policy and ISMS, and approves and authorises all changes to the Information Security
Policy, the Statement of Applicability, the Information Security Manual and any separate
policy statements (primary documents).

2.2.3 The Chief Information Security Officer (CISO) has lead executive authority for
information security and works with the Information Security Committee to approve,
authorise and issue all second-level documents.



2.2.4 The Information Security Manager and all
"Heads of Department / Divisional / Function"

approve and authorise third-level documents owned by individuals or entities in their

areas of responsibility. Any information security documents personally owned by
"Heads of Department/Divisional/Function"

have to be approved and authorised by the Chief Informa Security Officer (CISO).

"2.2.5 Owners of information assets (see control A.8 below) are gesponsible for t

asset(s), the day-to-day protection of their asset(s) and for the
processes. The responsibility for carrying out these processes or a

within the owner’s area of responsibility, provided that;
a. The individual has the necessary skill, competenc reso
b. The owner retains accountability for ensuring th process QFtask is

Access rights are personal, are set
and cannot be delegated.

rity classification of their
elated secukity

) 4

2.2.6 Access rights are specified in ¢
out in individual user agreements (se

2.3 Organisation Name’s | ected and controlled. There is

a Document Congrol Procedu 2 above into account and defines the
management act 27001 7.5.3).

2.4 Or procedure (Control of Records) that defines
the ¢ protection, retrieval, retention time and disposal
of rec 8.1.3 below) Documents are available to those who need and

are aut in line with these requirements.
3. Information securi anagement system

Organisation Name has established, implemented, maintained and continually improves
the ISMS (ISO 27001 4.4 and 10).

3.1 Establish the ISMS
a. Organisation Name defined the scope of the ISMS in section 1.

b. Organisation Name has defined its Information Security Policy, which is set out in
section 5, to apply throughout Organisation Name as defined in the scope (section 1



above). The policy includes:

b1. A framework for setting information security objectives for the ISMS
“In order to preserve its competitive edge, cash-flow, profitability, and commercial image"

(“Which are established in the Information Security Policy” and "an enabling mechanism
for information sharing, for electronic operations”) and an overall sense of direction
(“will continue to be aligned with organisational goals”) and iples (“are committed
to preserving the confidentiality, integrity and availability the physical and
electronic information assets”) for action with regard to in i urity (ISO 27001
5.1.a).

suitable, systematic approach to and framework
duces consistent, valid and comparable results and that is
gal, regulatory and contractual requirements, and this is
described in section 4 SO 27001 6.1.2.b).

for ris

(ISO 27001 6.1.2.c.1).

e. Assessment (the analysis and evaluation) of risks is carried out in line with the process
set out in section 4 below (ISO 27001 6.1.2.d and 6.1.2.e).

f. Options for risk treatment are identified and evaluated in line with the process set out
in section 4 below (ISO 27001 6.1.3.a).



g. Control objectives and controls are selected from
"any appropriate source"

to meet the criteria and requirements of the risk management framework, take into
account the risk acceptance criteria (section 4 below) and legal and regulatory
requirements and contractual obligations, have been compared with the controls listed
in ISO 27001:2013 Annex A

"and others "

and are contained in the Statement of Applicability (ISO 270

h. The Statement of Applicability records whether t rganisation

controls of Annex A
"and other sources"

, along with the justification for or
controls selected that are not liste

Instruction. In approvin
section 6.6.3 below) (ISO

J. Top Managem
manual

a. Organisation Name's Risk Treatment Plan reflects the decisions made in 3.1 above,
and identifies the management action, responsibilities and priorities for managing the
identified information security and privacy risks (ISO 27001 6.1.3.e).

b. Appropriate funding and resources are, as described in the risk treatment plan,
allocated to its implementation (ISO 27001 6.2.9).

c. The selected controls are implemented (and their implementation is co-ordinated



across Organisation Name) to meet the identified control objectives (ISO 27001 8.3).

d. Organisation Name has defined how it evaluates the performance of the ISMS and
measures the effectiveness of its controls and has specified how to use these
measurements to improve control effectiveness to produce comparable and
reproducible results, and this is set out in the Monitoring, Measurement, Analysis,
Evaluation Procedure (ISO 27001 9.1).

e. Awareness programmes, applicable to people doing work
ISMS and under the control of Organisation Name, are i
risk treatment plan, Awareness Procedure (ISO 27001 7.3).

n the scope of the
ented as required in the

competences, Competence Procedure (IS
"Here you should reference the document that co
actual staff qualifications, the gap to be closed and

A 4
g. Top Management uses its interna ensure that the operational
management procedures i in this manual are

h. Organisation

the ISMS,
“including the appoint

Manager, itment of
descrip“

resources to the effective management of

Security Officer (CISO) and, an Information Security
staff, inclusion of information security in all job

as well as
by the Risk Treatment

tion security and privacy products and services as required
O 27001 7.1).

i. Organisation N as implemented measurement and monitoring procedures and
controls as described in controls 12.4 and 16.1 below (ISO 27001 8.1).

3.3 Maintain the ISMS

a. The controls implemented to meet control objectives 12.4 and 16 below are operated

to
"promptly detect processing errors, and"



detect security and privacy events, to identify failed and successful security and privacy
breaches and incidents, enable management to assess whether security and privacy
activities are performed in line with the criteria set for them, and take action to resolve
any breach of security or privacy in a way that reflects Organisation Name's priorities;
also see section 3.4 below (ISO 27001 9.1).

ffectiveness of the
ol 5.1.2 below, seek to

b. Organisation Name and its management regularly review
ISMS, in line with the policy and procedures identified in
continually improve the effectiveness of the ISMS through
monitoring events and activity, all in the context of the busine

treatment plan, and at least
"once a year"

(ISO 27001 9.2 and 9.3).

c. Organisation Name evaluates th
the Monitoring, Measurement, Analy
privacy requirements hay,

e ISMS, as set out in
cedure, to verify that security and

significant changes in Organisation
cesses, identified threats or external
(legal, regulatory; i Name reviews those aspects of its risk
ding levels of residual risk and acceptable risk
Iveness of controls), that are affected by the
ssments of specific risks in relation to new

any other changes that affect organisational information or
1 8.2).

e. Management ensurgsithat Organisation Name carries out regular internal ISMS audits

in accordance wi nternal Audit Procedure and the Internal Audit Schedule.
"If you already have a management system in place that includes internal audit you can reference the relevant
documents here."

f. Other audits are conducted as required in controls 12.7.1 and 18.2 below, and the
results of these audits inform the reviews identified in 3.3b) above (ISO 27001 5.1.e and
9.2.0).



g. Actions or events that could impact the effectiveness of the ISMS are recorded in line
with sections 12.4 and 16 below (ISO 27001 6.2.e and 9.3) and are reviewed at
management review.

h. The Risk Treatment Plan is updated to take into account the findings of monitoring
and reviewing activities.

3.4 Continually improve the ISMS

a. Where improvement opportunities for the ISMS are ide d during the maintenance
phase (see 3.3 b) and d) above), they are implemented if th criteria of the
risk treatment plan (ISO 27001 10.2).

b. Organisation Name has a documented Non-Con ity and Corr

those in controls 15.1, 16 and 18.2 belowfoi : ; . ables it to learn
from the experiences of other organisatiof T it learns from its
own experiences) and these includ response to non-

conformities (ISO 27001 10.1).

c. The results of reviews
"details"

"ISO 27001:2013 specifies in Clause 4.3 what must be considered in this regard - the external and internal issues
relevant to the organisation’s context, the needs and expectations of interested parties/stakeholders,
(interested parties may include customers, suppliers, partners, employees, Pll principals, etc.), the interfaces and
dependencies between activities performed by the organisation and activities performed by other
organisations/entities (such as PIl controller/Pll processor/joint controller considerations).

All these items — the requirements for which are set out in ISO 27001:2013 Clauses 4.1, 4.2 and 4.3 — should be
separately documented (Within; Context of the Organisation Procedure, |dentification of Interested Parties
Procedure and Scope Statement). This could be as part of the Board of Directors or management meeting that




determines the scope of the ISMS. This is also where you should identify and justify any exclusions from the
scope."

<< Content removed for sample purposes >>
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